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Guideline for Enhancing the Efficiency of Information Security Management
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Abstract

The objective of this research was to investigate the factors relating to and affecting
the efficiency of information security management and then propose guidelines to increase the efficiency
of information security management. This mixed method research combined qualitative and

quantitative research data collection from six in-depth interviews and 385 questionnaires. From the
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hypothesis, it was found that different ages and positions affected the efficiency of information
security management differently with statistical significance. To clarify, employees who were
more than 55 years old had the highest efficiency of information security management, followed
by employees who were between 46-55 years old and employees who were under 35 years old,
respectively. Employees in grades 4-8 had the highest efficiency of information security
management followed by those in higher grades (more than grade 8) and contract employees,
respectively. The factors affecting the efficiency of the information security management
of employees based on job type revealed that politics, technology, environment, strategy, pattems,
personnel, efficiency and expenses affected the efficiency of the information security management
with statistical significance of the P-value < 0.05. From the in-depth interviews, it was found that every
employee appreciated the significance of information management; however, each type of work
had differences. For example, rushed work reduced work quality and excessive work caused
carelessness toward the information security management. Four alternatives for the solution
are proposed, along with the steps as follows 1. Create the Checklist for information security
management of each employee by using the pop-up notification 2. Add more authorized persons
to access the transaction safety data by considering the assigned duties and actual work 3. Set up
the E-learning and training course to enhance employees' understanding and strengthen skills,
and publicize via various channels. Consider the projects to provide knowledge to the operators.
4. Organize the project to recruit more personnel.

Keywords: The Efficiency of Information Security Management Data Retention Personal Data
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fiauls Beta Std. Error t Sig.
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Uadenneuen
fuNSIEDY 0.150 0.042 2876  0.004* 0.393 2.546
AULATHENA 0.045 0.048 0724 0470 0.277 3.607
PRIGEGH -0.017 0.046 0291 0.772 0.301 3.319
Frumnalulad 0.177 0.049 2509  0.011* 0.222 4.502
fudanndey 0.168 0.047 2.797  0.005* 0.267 3.747
Funguang -0.001 0.053 0019  0.985 0.253 3.960
UadeneluaeAns
AIUNAYNS 0.196 0.057 2721 0.006 0.205 4.882
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R=0.780  R2=0.609 Adj. R2=0.591 SEE=0.240 F-value =33.584 P-value= 0.001
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