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Guideline for Enhancing the Efficiency of Information Security Management
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Abstract

The objective of this independent research was to investigate the factors relating to
and affecting the efficiency of information security management and then propose guidelines to increase
the efficiency of information security management. This mixed method research combined
qualitative and quantitative research data collection from six in-depth interviews and 385 questionnaires.
From the hypothesis, it was found that different ages and positions affected the efficiency of
information security management differently with statistical significance. To clarify, employees who
were more than 55 years old had the highest efficiency of information security management,
followed by employees who were between 46-55 years old and employees who were under
35 years old, respectively. Employees in grades 4-8 had the highest efficiency of information

security management followed by those in higher grades (more than grade 8) and contract



employees, respectively. The factors affecting the efficiency of the information security management
of employees based on job type revealed that politics, technology, environment, strategy, pattems,
personnel, efficiency and expenses affected the efficiency of the information security management
with statistical significance of the P-value < 0.05. From the indepth interviews, it was found that every
employee appreciated the significance of information management; however, each type of work
had differences. For example, rushed work reduced work quality and excessive work caused
carelessness toward the information security management.
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